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collection, use or disclosure of Personal Data pursuant to 
the orders given by or on behalf of a Controller – such 
person not being the Controller.

■	 “Data Subject”
 There is no definition provided by law.
■	 “Sensitive personal data”
 There is no definition provided by law.  However, explicit 

consent is necessary for collecting Personal Data pertaining 
to racial or ethnic origin, political opinions, cultic, reli-
gious or philosophical beliefs, sexual behaviour, criminal 
records, health data, disabilities, trade union information, 
genetic data, biometric data or any data which may affect 
the data subject in the same manner as prescribed by the 
PDPC, subject to some exceptions.

■	 “Data Breach”
 There is no definition provided by law.

3 Territorial Scope

3.1 Do the data protection laws apply to businesses 
established in other jurisdictions? If so, in what 
circumstances would a business established in another 
jurisdiction be subject to those laws?

The PDPA applies to the collection, use or disclosure of Personal 
Data of data subjects located in Thailand by businesses in other 
jurisdictions in the following circumstances:
(1) where the business offers goods or services to data subjects 

located in Thailand; or
(2) where the business monitors the behaviour of data subjects 

taking place in Thailand.

4 Key Principles

4.1 What are the key principles that apply to the 
processing of personal data?

■	 Transparency
 The Controller must inform data subjects of the following details 

prior to or at the time of collecting Personal Data:
(1) the purpose of the collection, use or disclosure of Personal Data;
(2) a notification stating that data subjects must provide their 

Personal Data for compliance with a legal obligation, for the 
performance of a contract, or to enter into a contract, including 
notification of the possible effects in cases where data subjects do 
not provide such Personal Data;

(3) the Personal Data to be collected and the period for which the 
Personal Data will be retained;

1 Relevant Legislation and Competent 
Authorities

1.1 What is the principal data protection legislation?

The Personal Data Protection Act, B.E. 2562 (2019) (“PDPA”) 
is the principal legislation in Thailand.  However, the effective 
date of most parts of the PDPA was recently further postponed 
for the second time by Royal Decree for another year, and the 
PDPA will, according to such Royal Decree, be fully effective 
and enforceable on 1 June 2022.

1.2 Is there any other general legislation that impacts 
data protection?

No, there is not.

1.3 Is there any sector-specific legislation that impacts 
data protection?

There are a few other industry-specific regulations that may 
touch upon data protection and overlap with the PDPA, such as 
the regulation governing telecommunication.

1.4 What authority(ies) are responsible for data protection? 

The Personal Data Protection Committee (“PDPC”) is respon-
sible for data protection.

2 Definitions

2.1 Please provide the key definitions used in the 
relevant legislation:

■	 “Personal Data”
 The Personal Data Protection Committee (“PDPC”).
■	 “Processing”
 There is no definition provided by law.  In general, 

processing means any treatment of personal data.
■	 “Controller”
 A natural or juristic person having the power and duties to 

make decisions regarding the collection, use or disclosure 
of Personal Data.

■	 “Processor”
 A natural or juristic person who operates in relation to the 
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such request only where it is permitted by law or pursuant 
to a court order, and where such actions would adversely 
affect the rights and freedoms of others.

■	 Right to rectification of errors
 The Controller shall ensure that Personal Data remains 

accurate, up to date, complete and not misleading.  Where 
a data subject requests the Controller to act in compli-
ance therewith and the Controller does not take any action 
regarding such request, the Controller shall record such 
request together with the reasons for its non-compliance.

■	 Right to deletion/right to be forgotten
 Data subjects have the right to request the Controller to erase 

or destroy their Personal Data, or anonymise their Personal 
Data, in cases where one of the following grounds applies:
(1) such Personal Data is no longer necessary in relation to 

the purposes for which it was processed;
(2) data subjects withdraw consent on which the 

processing is based, and where the Controller has no 
legal ground for such processing;

(3) data subjects exercise the right to object to processing 
of their Personal Data as described below; or

(4) such Personal Data has been unlawfully collected, 
used or disclosed.

■	 Right to object to processing
 Data subjects have the right to object to the collection, use 

or disclosure of their Personal Data under the following 
circumstances:
(1) such Personal Data is collected with the exemption to 

consent requirements, unless the Controller can prove 
that: (a) there is a compelling legitimate ground for 
processing such Personal Data; or (b) processing of such 
Personal Data is carried out for the establishment, compli-
ance or exercise of legal claims, or defence of legal claims;

(2) such Personal Data is processed for the purpose of 
direct marketing; or

(3) such Personal Data is processed for the purpose of 
scientific, historical or statistic research, unless it is 
necessary for the performance of a task carried out for 
reasons of public interest by the Controller.

■	 Right to restrict processing
 Data subjects have the right to request the Controller to 

restrict the use of their Personal Data in the following 
circumstances:
(1) when the Controller is pending an examination 

process in accordance with the data subjects’ request 
to rectify errors;

(2) when such Personal Data shall be erased or destroyed, 
but the data subjects request the restriction of the use 
of such Personal Data instead;

(3) when it is no longer necessary to retain such Personal 
Data for the purposes of such collection, but the data 
subjects have, by necessity, requested further retention 
for the purposes of the establishment, compliance or 
exercise of legal claims, or defence of legal claims; or

(4) when the Controller is pending verification or pending 
examination with regard to the data subjects’ request 
to object to processing.

■	 Right to data portability
 Data subjects have the right to receive their Personal Data 

from the Controller if the processing is based on consent 
or the performance of contracts.  The Controller shall 
arrange such Personal Data to be in a format that is read-
able or commonly used by way of automatic tools or equip-
ment, and can be used or disclosed by automated means.  
Data subjects are also entitled to:

(4) the categories of persons or entities to whom the 
collected Personal Data may be disclosed;

(5) the information, address and contact channel details 
of the Controller and, if applicable, of the Controller’s 
representative or Data Protection Officer; and

(6) the data subjects’ rights.
■	 Lawful basis for processing
 The Controller shall not process Personal Data without 

the consent of data subjects, unless:
(1) it is for a purpose relating to the preparation of histor-

ical documents or archives for public interest, or for a 
purpose relating to research or statistics, in which suit-
able measures to safeguard data subjects’ rights and 
freedoms are put in place and in accordance with the 
notification as prescribed by the PDPC;

(2) it is for preventing or suppressing a danger to a person’s 
life, body or health;

(3) it is necessary for the performance of a contract to which the 
data subject is a party, or in order to take steps at the request 
of the data subject prior to entering into a contract;

(4) it is necessary for the performance of a task carried out in 
the public interest by the Controller, or it is necessary for the 
exercising of the official authority vested in the Controller;

(5) it is necessary for the legitimate interests of the 
Controller or any natural or juristic persons other than 
the Controller, except where such interests are over-
ridden by the fundamental rights of the data subject; or

(6) it is necessary for compliance with a law to which the 
Controller is subject.

■	 Purpose limitation
 The collection, use or disclosure of Personal Data shall 

not be conducted in a manner that is different from the 
purpose previously notified to data subjects, unless data 
subjects have been informed of such new purpose and the 
consent is obtained prior to the time of such processing or 
otherwise permitted by law.

■	 Data minimisation
 The collection of Personal Data shall be limited to the 

extent necessary in relation to the lawful purpose of the 
Controller.

■	 Proportionality
 The Personal Data to be collected shall be limited to 

only those absolutely necessary for fulfilling the purpose 
outlined to data subjects.

■	 Retention
 The Controller must inform data subjects of the data retention 

period, prior to or at the time of collecting Personal Data.  If it 
is not possible to specify the retention period, the expected data 
retention period according to the data retention standard must 
be specified.  The Controller must put in place the examina-
tion system for erasure or destruction of Personal Data when 
the retention period ends, when Personal Data is irrelevant or 
beyond the purpose necessary for which it has been collected, 
or when data subjects exercise rights in accordance with the 
PDPA, subject to some exceptions.

5 Individual Rights

5.1 What are the key rights that individuals have in 
relation to the processing of their personal data?

■	 Right of access to data/copies of data
 Data subjects have the right to request access to and obtain 

a copy of their Personal Data.  The Controller may reject 
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7.3 On what basis are registrations/notifications made 
(e.g., per legal entity, per processing purpose, per data 
category, per system or database)?

The rules regarding notification in an event of a data breach 
have not been promulgated.

7.4 Who must register with/notify the data protection 
authority (e.g., local legal entities, foreign legal entities 
subject to the relevant data protection legislation, 
representative or branch offices of foreign legal entities 
subject to the relevant data protection legislation)?

The Controller must notify the authority in case of a data breach.  
However, it is also arguably possible according to the current 
wording of the law, but still pending the additional rules, that a 
local agent may do this on behalf of the foreign Controller.

7.5 What information must be included in the 
registration/notification (e.g., details of the notifying 
entity, affected categories of individuals, affected 
categories of personal data, processing purposes)?

The rules regarding notification in the event of a data breach 
have not been promulgated.

7.6 What are the sanctions for failure to register/notify 
where required?

The administrative fine for failure to notify the authority in the 
event of a data breach (and also data subjects in the event of a 
data breach which has a high possibility of effects on the data 
subjects) is up to THB 3 million.

7.7 What is the fee per registration/notification (if 
applicable)?

There is no fee in an event of notification for a data breach.

7.8 How frequently must registrations/notifications be 
renewed (if applicable)?

This is not applicable in our jurisdiction.

7.9 Is any prior approval required from the data 
protection regulator?

This is not applicable in our jurisdiction.

7.10 Can the registration/notification be completed 
online?

The rules regarding notification in the event of a data breach 
have not been promulgated.

7.11 Is there a publicly available list of completed 
registrations/notifications?

As of today, there is no such list.  The rules regarding notifica-
tion in the event of a data breach have not been promulgated. 

(1) request the Controller to send or transfer their Personal 
Data in such formats to other Controllers if this can be 
done by automatic means; or

(2) request to directly obtain their Personal Data in such 
formats that the Controller sends or transfers to other 
Controllers, unless it is impossible to do so because of tech-
nical circumstances.

■	 Right to withdraw consent
 Data subjects may withdraw their consent at any time.
■	 Right to object to marketing
 Data subjects may object to direct marketing.  Note that in 

general, direct and other types of marketing will require their 
own lawful basis, which arguably can be a legitimate interest in 
some cases, or consent in other cases.

■	 Right protecting against solely automated decision- 
making and profiling

 The law is silent on this point, but based on other provisions, 
any automated decision-making and profiling will be treated 
in the same way as other manners of data processing and will 
require their own lawful basis.

■	 Right to complain to the relevant data protection 
authority(ies)

 Data subjects may contact and complain to the authority at will.

5.2 Please confirm whether data subjects have the 
right to mandate not-for-profit organisations to seek 
remedies on their behalf or seek collective redress. 

The law is silent on this point.

6 Children’s Personal Data

6.1 What additional obligations apply to the processing 
of children’s personal data?

Processing of Personal Data of a minor of up to 10 years of 
age will necessitate the guardian to be involved in the same way 
as processing an adult’s Personal Data.  Processing of Personal 
Data of a minor from the age of 11 will be dealt with in the 
same manner as outlined above, but with a categorical exemp-
tion that such minor will be empowered to unilaterally deal with 
the processing of his/her own Personal Data that is suitable to 
his/her age, including providing consent.

7 Registration Formalities and Prior Approval

7.1 Is there a legal obligation on businesses to register 
with or notify the data protection authority (or any 
other governmental body) in respect of its processing 
activities?

No, there is no such obligation based on the current legislation.  
However, in an event of a certain serious data breach, the Controller 
must notify the authority of such breach within 72 hours.

7.2 If such registration/notification is needed, must 
it be specific (e.g., listing all processing activities, 
categories of data, etc.) or can it be general (e.g., 
providing a broad description of the relevant processing 
activities)?

The rules regarding notification in an event of a data breach 
have not been promulgated.
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8.5 Please describe any specific qualifications for the 
Data Protection Officer required by law. 

It is expected that the PDPC will prescribe and announce the 
qualifications of the Data Protection Officer by taking into 
account the knowledge or expertise with respect to the protec-
tion of Personal Data.

8.6 What are the responsibilities of the Data Protection 
Officer as required by law or best practice?

The Data Protection Officer shall have the following duties:
(1) give advice to the Controller or Processor, including 

the employees or service providers of the Controller or 
Processor with respect to compliance with the PDPA;

(2) investigate the performance of the Controller or Processor, 
including the employees or service providers of the 
Controller or Processor with respect to the collection, use 
or disclosure of Personal Data for compliance with the 
PDPA;

(3) coordinate and cooperate with the PDPC in circum-
stances where there are problems with respect to the 
collection, use or disclosure of Personal Data undertaken 
by the Controller or Processor, including the employees 
or service providers of the Controller or Processor with 
respect to compliance with the PDPA; and

(4) keep confidential Personal Data known or acquired in the 
course of his or her performance of duty under the PDPA.

8.7 Must the appointment of a Data Protection Officer 
be registered/notified to the relevant data protection 
authority(ies)?

The Controller and Processor must disclose the information 
of the Data Protection Officer, including contact address and 
contact channels, to the PDPC.

8.8 Must the Data Protection Officer be named in a 
public-facing privacy notice or equivalent document? 

The Controller and Processor must disclose the information of 
the Data Protection Officer, including the contact address and 
contact channels, to data subjects.  Data subjects shall be able to 
contact the Data Protection Officer with respect to the collec-
tion, use or disclosure of their Personal Data and the exercise of 
rights of data subjects under the PDPA.

9 Appointment of Processors

9.1 If a business appoints a processor to process 
personal data on its behalf, must the business enter into 
any form of agreement with that processor?

In the circumstance where Personal Data is provided to a 
Processor, the Controller shall have a data processing agreement 
with the Processor to ensure that the Processor will follow and 
comply with its duties under the PDPA and the Controller must 
take action to prevent the Processor from using or disclosing 
such Personal Data unlawfully or without authorisation.  The 
Processor may carry out the activities related to processing of 
Personal Data only pursuant to the instruction given by the 
Controller, except where such instruction is contrary to laws.

7.12 How long does a typical registration/notification 
process take?

The rules regarding notification in the event of a data breach 
have not been promulgated.

8 Appointment of a Data Protection Officer

8.1 Is the appointment of a Data Protection Officer 
mandatory or optional? If the appointment of a 
Data Protection Officer is only mandatory in some 
circumstances, please identify those circumstances.

The appointment of a Data Protection Officer is mandatory in 
the following circumstances:
(1) the Controller or Processor is a public authority as 

prescribed by the PDPC;
(2) the activities of the Controller or Processor in the collec-

tion, use or disclosure of Personal Data require regular 
monitoring of Personal Data or the system, by reason of 
having a large number of Personal Data as prescribed by 
the Committee; or

(3) the core activity of the Controller or Processor is the 
collection, use or disclosure of sensitive Personal Data 
(i.e., Personal Data pertaining to racial or ethnic origin, 
political opinions, cultic, religious or philosophical beliefs, 
sexual behaviour, criminal records, health data, disabili-
ties, trade union information, genetic data, biometric data, 
or any data which may affect the data subject in the same 
manner as prescribed by the PDPC).

Note that the PDPC is in the process of prescribing the 
numerical thresholds of personal data queries within each entity, 
which will require appointment of the DPO.

8.2 What are the sanctions for failing to appoint a Data 
Protection Officer where required?

The administrative fine is up to THB 1 million.

8.3 Is the Data Protection Officer protected 
from disciplinary measures, or other employment 
consequences, in respect of his or her role as a Data 
Protection Officer?

The Controller or Processor is prohibited from dismissing or 
terminating the Data Protection Officer’s employment as the Data 
Protection Officer performs his or her duties under the PDPA.  In 
the event that there is any problem when performing the duties, 
the Data Protection Officer must be able to directly report to the 
highest management person of the Controller or Processor.

8.4 Can a business appoint a single Data Protection 
Officer to cover multiple entities? 

In the event that the Controllers or Processors are in the same 
affiliated business or are in the same group of undertakings, 
in order to jointly operate the business or group of undertak-
ings as prescribed by the PDPC, such Controllers or Processors 
may jointly designate a single Data Protection Officer.  In this 
regard, each establishment of the Controller or Processor in the 
same affiliated business or in the same group of undertakings 
must be able to easily contact the Data Protection Officer.
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11 Cookies 

11.1 Please describe any legislative restrictions on the 
use of cookies (or similar technologies). 

There is no specific legislation focused on cookies.  Cookies are 
treated as a simple collection and processing of Personal Data 
under the PDPA, so long as they enable the identification of data 
subjects, whether directly or indirectly.

11.2 Do the applicable restrictions (if any) distinguish 
between different types of cookies? If so, what are the 
relevant factors?

No, they do not.

11.3 To date, has/have the relevant data protection 
authority(ies) taken any enforcement action in relation 
to cookies?

As of today, there has been no enforcement, as the law is yet to 
be fully effective and enforceable.  The law will be effective as 
of 1 June 2022.

11.4 What are the maximum penalties for breaches of 
applicable cookie restrictions?

The maximum administrative penalty is THB 5 million.

12 Restrictions on International Data 
Transfers 

12.1 Please describe any restrictions on the transfer of 
personal data to other jurisdictions.

It is permitted to transfer Personal Data to destination countries 
or international organisations that have an adequate data protec-
tion standard, which will be prescribed by the PDPC.

If the destination country is not designated by the PDPC as 
having an adequate data protection standard, an international data 
transfer may be permitted under the following circumstances:
(1) where it is for compliance with the law;
(2) where the consent of data subjects has been obtained, 

provided that the data subject has been informed of the 
inadequate Personal Data protection standards of the 
destination country or international organisation;

(3) where it is necessary for the performance of a contract to 
which the data subject is a party, or in order to take steps at the 
request of the data subject prior to entering into a contract;

(4) where it is for compliance with a contract between the 
Controller and other natural or juristic persons for the 
interests of the data subject;

(5) where it is to prevent or suppress a danger to the life, body 
or health of the data subject or other persons, when the 
data subject is incapable of giving consent at such time; or

(6) where it is necessary for carrying out activities in relation 
to substantial public interest.

Otherwise, the Controller or Processor may transfer Personal 
Data to a foreign country if the Controller or Processor provides 
suitable protection measures which enable the enforcement of 
data subjects’ rights, including effective legal remedial measures 

9.2 If it is necessary to enter into an agreement, what 
are the formalities of that agreement (e.g., in writing, 
signed, etc.) and what issues must it address (e.g., only 
processing personal data in accordance with relevant 
instructions, keeping personal data secure, etc.)?

The PDPA does not specifically refer to the formalities of or 
items to be covered by data processing agreements.

10 Marketing

10.1 Please describe any legislative restrictions on 
the sending of electronic direct marketing (e.g., for 
marketing by email or SMS, is there a requirement to 
obtain prior opt-in consent of the recipient?).

There is no special legislation restricting digital marketing.  
Depending on the circumstances, direct marketing may require 
consent, but under some circumstances may be carried out 
under a legitimate interest basis.

10.2 Are these restrictions only applicable to business-
to-consumer marketing, or do they also apply in a 
business-to-business context? 

The law does not make any difference between the two types.

10.3 Please describe any legislative restrictions on 
the sending of marketing via other means (e.g., for 
marketing by telephone, a national opt-out register must 
be checked in advance; for marketing by post, there are 
no consent or opt-out requirements, etc.). 

This is not applicable in our jurisdiction.

10.4 Do the restrictions noted above apply to marketing 
sent from other jurisdictions?

Yes, they do.

10.5 Is/are the relevant data protection authority(ies) 
active in enforcement of breaches of marketing 
restrictions?

This is yet to be witnessed, as the last member of the PDPC has 
very recently been appointed, thereby completing the composi-
tion of the PDPC.  

10.6 Is it lawful to purchase marketing lists from 
third parties? If so, are there any best practice 
recommendations on using such lists? 

The purchase of a marketing list must be on a lawful basis, what-
ever that may be under the specific circumstance.

10.7 What are the maximum penalties for sending 
marketing communications in breach of applicable 
restrictions?

The maximum administrative penalty is THB 5 million.
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13.2 Is anonymous reporting prohibited, strongly 
discouraged, or generally permitted? If it is prohibited or 
discouraged, how do businesses typically address this 
issue?

The law is silent on this point, but both types of reports are 
acceptable.

14 CCTV 

14.1 Does the use of CCTV require separate registration/
notification or prior approval from the relevant data 
protection authority(ies), and/or any specific form of 
public notice (e.g., a high-visibility sign)? 

There is no requirement to register with or notify the authority.  
However, in general, the collection and processing of Personal 
Data via CCTV for security purposes will require simple noti-
fication to the public (visitors and internal personnel).  There is 
no rule on what form the notice must be in, but the general prin-
ciple under the PDPA is that notification must be clear, reason-
able and visible.  As of now, it is generally agreed that a clear sign 
at the entrance to the premises and a detailed notification in the 
privacy policy of the premises are sufficient.   

14.2 Are there limits on the purposes for which CCTV 
data may be used?

Lacking specific consent, CCTV recordings can only be used for 
security purposes.

15 Employee Monitoring

15.1 What types of employee monitoring are permitted 
(if any), and in what circumstances?

Monitoring that is reasonable and reasonably expected by the 
employees, and which is not unduly intrusive, can be undertaken. 

15.2 Is consent or notice required? Describe how 
employers typically obtain consent or provide notice.

Monitoring, as long as it abides by the characteristics stated above 
in question 14.1, can be undertaken under legitimate interest or a 
contractual performance basis.  However, some employers may 
choose consent to be the basis to increase clarity, but this may 
mean easy revocation by the employees as well.  In either case, 
proper notification is required, whether in the consent form or 
in the employee data protection policy.

15.3 To what extent do works councils/trade unions/
employee representatives need to be notified or 
consulted?

None.  Only the data subjects – in this case the employees – need 
to be notified.  

according to the rules and methods which will be prescribed and 
announced by the PDPC.

Further, there is a special mechanism applicable to an interna-
tional data transfer between group companies: in the event that 
the foreign Controller or Processor has put in place a Personal 
Data protection policy regarding the transferring of Personal 
Data, and is in the same affiliated business, or is in the same 
group of undertakings, in order to jointly operate the busi-
ness or group of undertakings, an international data transfer is 
permitted if such policy has been reviewed and certified by the 
PDPC.  However, the criteria of such Personal Data protection 
policy have not yet been established.

12.2 Please describe the mechanisms businesses 
typically utilise to transfer personal data abroad in 
compliance with applicable transfer restrictions (e.g., 
consent of the data subject, performance of a contract 
with the data subject, approved contractual clauses, 
compliance with legal obligations, etc.).

As the supplementary rules are not yet available, the simplest and 
safest form of basis now is consent or contractual performance.

12.3 Do transfers of personal data to other jurisdictions 
require registration/notification or prior approval from 
the relevant data protection authority(ies)? Please 
describe which types of transfers require approval or 
notification, what those steps involve, and how long they 
typically take.

As the supplementary rules are not yet available, there is no 
requirement for notification.

12.4 What guidance (if any) has/have the data 
protection authority(ies) issued following the decision 
of the Court of Justice of the EU in Schrems II (Case 
C-311/18)?

As the PDPA is not fully effective and the PDPC has yet to be 
officially announced in the Gazette, there is none.

12.5 What guidance (if any) has/have the data 
protection authority(ies) issued in relation to the 
European Commission’s revised Standard Contractual 
Clauses published on 4 June 2021?

As the PDPA is not fully effective and the PDPC has yet to be 
officially announced in the Gazette, there is none.

13 Whistle-blower Hotlines 

13.1 What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of issues 
that may be reported, the persons who may submit a 
report, the persons whom a report may concern, etc.)?

The law is silent on this, but the general rule is that anyone can 
submit any complaint to the authority at any time, as an affected 
data subject or concerned person.
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(b) Corrective Powers: Before ordering a fine, the PDPA 
expert committee may request the Controller or the 
Processor to rectify the violation first. 

(c) Authorisation and Advisory Powers: Same as (b).  The 
expert committee may issue a warning first before ordering 
a fine, or simply issue advice for good practices.

(d) Imposition of administrative fines for infringements 
of specified GDPR provisions: The maximum adminis-
trative fine under the PDPA is THB 5 million.

(e) Non-compliance with a data protection authority:  
Any person who does not comply with the expert commit-
tee’s order (as mentioned in (a)) shall be subject to an 
administrative fine of not more than THB 500,000.

17.2 Does the data protection authority have the power 
to issue a ban on a particular processing activity? If so, 
does such a ban require a court order?

Yes, and a court order is not required.

17.3 Describe the data protection authority’s approach to 
exercising those powers, with examples of recent cases.

To date, there is no precedent case.

17.4 Does the data protection authority ever exercise 
its powers against businesses established in other 
jurisdictions? If so, how is this enforced?

There is no precedent case as of today, but in theory the PDPC 
can attempt to enforce against offshore entities; whether such 
enforcement would be fruitful is yet to be seen.

18 E-discovery / Disclosure to Foreign Law 
Enforcement Agencies 

18.1 How do businesses typically respond to foreign 
e-discovery requests, or requests for disclosure from 
foreign law enforcement agencies?

There is no law on this, meaning it is up to each business to 
decide whether compliance is in its best interest.

18.2 What guidance has/have the data protection 
authority(ies) issued?

As of today, no such guidance has been released.

19 Trends and Developments 

19.1 What enforcement trends have emerged during the 
previous 12 months? Describe any relevant case law or 
recent enforcement actions.

As of today, there are no trends, and it is unclear what trends will 
emerge in the future.

19.2 What “hot topics” are currently a focus for the data 
protection regulator?

As of today, this point is unclear.

15.4 Are employers entitled to process information on 
an employee’s COVID-19 vaccination status?

The processing of an employee’s vaccination status will require 
a proper basis.  As vaccination records are treated as Sensitive 
Personal Data, in general, consent is one option for a proper 
basis, but there may be other exemptions depending on the 
specific circumstance of the employment and the pandemic.

16 Data Security and Data Breach

16.1 Is there a general obligation to ensure the security 
of personal data? If so, which entities are responsible 
for ensuring that data are kept secure (e.g., controllers, 
processors, etc.)?

The Controller and Processor must provide appropriate security 
measures for preventing unauthorised or unlawful loss, access, 
use, alteration, correction or disclosure of Personal Data.

16.2 Is there a legal requirement to report data breaches to 
the relevant data protection authority(ies)? If so, describe 
what details must be reported, to whom, and within 
what timeframe. If no legal requirement exists, describe 
under what circumstances the relevant data protection 
authority(ies) expect(s) voluntary breach reporting.

The Controller must notify the PDPC of any Personal Data breach 
without delay and, where feasible, within 72 hours after having become 
aware of it, unless such Personal Data breach is unlikely to result in a 
risk to the rights and freedoms of data subjects.  The notification and 
the exemption from the notification shall be made in accordance with 
the rules and procedures which will be set forth by the PDPC.

16.3 Is there a legal requirement to report data 
breaches to affected data subjects? If so, describe what 
details must be reported, to whom, and within what 
timeframe. If no legal requirement exists, describe 
under what circumstances the relevant data protection 
authority(ies) expect(s) voluntary breach reporting.

If the Personal Data breach is likely to result in a high risk to the 
rights and freedoms of data subjects, the Controller must also 
notify the Personal Data breach and the remedial measures to 
the data subjects without delay.  The notification and the exemp-
tion from the notification shall be made in accordance with the 
rules and procedures which will be set forth by the PDPC.

16.4 What are the maximum penalties for data security 
breaches? 

The maximum administrative penalty is THB 3 million.

17 Enforcement and Sanctions 

17.1 Describe the enforcement powers of the data 
protection authority(ies).

(a) Investigative Powers: Upon receiving complaints, the 
PDPA expert committee – a sub-committee appointed by 
the PDPC, can request for any document or information 
from any person related to the issue or summon them to 
give testimony.
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